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Su-.ary

The controversy in the instant proceeding centers on how,

or whether, to assign liability for toll fraud among different

parties. The most the Commission should do in this regard is

to adopt the broad principle that liability should be borne by

the party at fault or by the party in the best position to

prevent and detect such fraud.

In general, application of this principle would assign

liability as follows:

PBX owners would be liable for fraud committed
through their equipment;

private Payphone providers would be liable for fraud
co..itted over their payphones, provided that
blocking and screening .ervices provided by the LEC
work as intended and provided that the IXC seeks
(~, through a LIDB query), accepts, and properly
uses the blocking and screening information;

LIDS providers accept liability for fraud resulting
from failure to meet agreed-upon operational
standards, provided that another party is not at
fault for failing to exercise reasonable fraud
control mechanisms of its own;

IXCs accept liability for fraud resulting from their
failure to perform a LIDB query and for fraud
committed using their proprietary calling card;

cellular carriers accept liability for all airti.e
charges associated with a fraudulent cellular call,
for any toll charges for cellular calls which only
the cellular carrier can validate, and for fraud
which results from cloned ESNs.

This principle is reasonable, equitable, and more readily

implemented than other rules suggested by commenting parties,

and thus should be adopted by the Commission.

..~



I. INTRODUCTION.

There is widespread agreement among parties filing

comments in this proceeding on the following points:

De g

",
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that specific federal legislation needs to be
enacted to make all teleco.-unications fraud a
crime, and that more resources need to be devoted to
law enforcement efforts;

Before the FEDEAA!.C(lfUUNICATIONSCOWlSSlOO
FEDERAL COMMUJlICATIOMS COMMISSION OFFICE OF THE SECRETARY

Washington, D.C. 20554

that the problem of teleco..unication toll fraud is
a serious one, and that toll fraud may be minimized,
but will never be ca.pletely eliminated or avoided,
no matter how comprehensive carriers' and custoaers'
toll fraud detection and prevention systems are;

that the co..ission should become more actively
involved in industry efforts to prevent and minimize
toll fraUd, either through existing industry organ
izations such as the Toll Fraud Prevention Co.-ittee
and the Communications Fraud Control Association, or
through a new Federal Advisory Committee;

that customer education about the risks of toll
fraud and how to prevent it is vital, and that IXCs,

f I'I'-:',r n~:i(';N(j)ECE'VED' ,."",,1 .f\~ .....

(FEB f a1994

In the Matter of

Policies and Rules Concerning
Toll Fraud

)
)
)
)
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sprint Corporation ("Sprint"), on behalf of Sprint

Communications Company LP ("Sprint Long Distance"), the United

and Central Telephone Companies ("United Telephone"), and

Sprint Cellular, hereby respectfully submits its reply to

comments filed in the above-captioned notice of proposed

rulemaking ("NPRM").
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LECs, equipaent aanufacturers and vendors, etc.,
should cyntinue and further enhance their anti-fraud
efforts.

In contrast, the issue of how (or whether) to assign

liability for toll fraud amonq different parties is more

contentious. As discussed below, the most the Commission

should do in this regard is to adopt the general principle

that liability for toll fraud should be borne by the party at

fault or by the parties in the best position to control such

fraud.

II. TOLL FRAUD LIABILITY SHOULD BE ASSIGNED ON THE BASIS OF
EACH PARTY I S ABILITY TO COMTItOL SUCH FRAUD OR ITS FAILURE
TO UNDERTAD REASONABLE FRAUD COMTROL EFFORTS.

Most co..entors seem to agree that toll fraud liability

should be assigned based on the ability of each party (customer,

carrier, vendor, etc.) to control such fraud. However,

parties disagree as to their own relative ability to control

fraud, and many parties espouse the liability apportionment

principle only insofar as it will shift their own burden to

lAT&T sugge.ts (p. 4) that the Ca.-ission require all
carriers collectively to distribute an annual notice to all
custoaers and to new subscribers regarding toll fraud. While
Sprint has no objection if AT'T wishes to do a billing insert,
the co..ission should not require all carriers to do so. Many
customers tend to ignore extra in.erts in their bills, and it
is unclear what the cost of doing this kind of mass mailing
would be. Sprint believes that its current custo..r education
efforts (inclUding written and oral presentations to
customers, brochures and notices issued on its own and in
conjunction with organizations such as the National
Association of Consumer Agency Adainistrators, industry fora
participation, etc.) are aore effective than a mass-mailed
billing insert. Sprint further believes that carriers should
retain the flexibility to imple.ent Whatever customer
education efforts they consider best.
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another entity, or at least not increase their existing

liability. For example, CPE owners and private payphone

providers feel that LECs and IXCs should accept some (even

most) of the toll fraud losses~ soae equipment vendors believe

that they should never be held liable for fraud committed

using CPE which they manufactured or sold~ some LIDB providers

feel that they should be liable only When they are grossly

negligent or engage in willful misconduct~ and some IXCs in

turn believe that they should be fully indemnified by LIDB

providers for their (IXCs') tariffed charges if they provide

the LIDB provider with called/calling number information•. As

discussed below, the general guideline for apportioning

liability noted above--that liability should reflect fault and

ability to control fraud--can be reasonably applied in most

situations involving toll fraud. Any attempt to adopt specific

rules to govern liability in specific situations inevitably

will be incomplete, subject to fierce disputes, and, eventually,

out-of-date, and should therefore be avoided.

1. PBX Fraud

PBX owners and users groups are virtually unanimous in

urging that LECs and IXCs share liability for CPE fraud. 2

They argue that carriers are better able to monitor unusual

2see , ~, Ad Hoc; Arinc; API ~ Co_unications Managers
AssociatIon, New York Clearing House Association, and the
Securities Industry Association ("eMA"); FMC;
Tele-Communications Association; utilities Teleco..unications
Council ("UTC"); International SL-1 Users Association; and
form letters submitted by various parties.
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traffic patterns fro. CPE sy.tea., and that carriers should

offer various fraud prevention services as part of basic

service (i.e., at no additional charge), or at most at "cost

based" rates. Various of these parties also assert that

current policy, which assigns liability for CPE fraud to the

CPE owner, gives IXCs and LECs little incentive to "assist

customers in combatting CPE-based fraud, or even to alert thea

to vulnerabilities in the use of CPE or services."3

Sprint sympathizes with the concerns of PBX owners and

business custoaers. However, as aany other parties point

out,4 it is the PBX owner who controls access to and use of

the CPE; who decides whether to use various PBX features which

are susceptible to fraud (such as the remote access feature)5;

3CMA , p. 4; see also, API, p. 6; UTC, p. 2.
4See, ~, AT'T, p. 11; Comptel, p. 2; IXC Toll Fraud

Subcommittee ("IXC TFS"), p. 3; MCI, p. 5; NYnex, p. 17;
Rochester, p. 2; SWB, p. 3; Teleco..unications Resellers
Association, p. 5; Teleport, p. 5; USTA, p. 3; Wiltel, p. 2.

5Ad Hoc also discusses another type of remote access
fraud--"network-ba.ed" fraud in which a user dials an 800
number, enters an access code, and then aakes an outgoing
call. Ad Hoc states that IXCS, not customers, have the
"ultiaate power to ••• detect and thwart fraud using
network-based reaote access services" (p. 3) and thus should
be liable for such fraud. Although Ad Hoc would have IXCs
accept responsibility for this type of fraud, it would not
allow the carrier to "unilaterally shut down numbers upon even
the slightest suspicion that something is amiss" (p. 3, n. 2).
Ad Hoc cannot have it both ways. If it believes that IXCs can
control the fraud and should accept liability, it must also
grant them the latitUde to take the steps necessary to control
such fraud. In cases where Sprint Long Distance can detect
fraud and accepts liability (~, for its calling cards), it
reserves the right to disable--on its own authority--any code
which it suspects is being abused. Although Sprint Long

(Footnote Continued)

- m
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who chooses what PBX and adjunct equipment and software to

use;6 and who is the only one actually able to identify

whether traffic from his PBX is legitimate or fraudulent

(carriers can only identify abnoraal traffic patterns).

eustomers can and should also perfora routine audits and

system monitoring, using, for example, the station message

detail reporting capability which is standard in most PBX

equipment. In general, CPE owners should accept responsibility

for the fraud that results from their failure to exercise such

control. 7

contrary to the recommendations of users, IXCs and LECs

should not be required to offer fraud monitoring and detection

services as part of basic service. Carriers--especially

interexchange carriers--are subject to market pressures to

provide these services, and in fact a number of fraud monitor

ing and protection services (such as SprintGUARD (TN) and

SprintGUARD Plus (TN),8 AT&T NetProtect (TN), MCI Detect (TN»

(Footnote ContinUed)
Distance makes every effort to contact its customers where
feasible before disabling a code, it is sometimes not possible
to reach the customer in a timely fashion.

6Manufacturers offer a range of different security
features with their equipment. Se.,~, Ericsson, p. 3;
Northern Telecom, p. 2; TeleDesign, p. 1; Xiox, p. 3.

70f course, the financial liability of customers who
subscribe to services such as SprintGUARD Plus (TN) is
limited.

8sprintGUARD (TN) service (which includes technical
assistance, traffic monitoring and analysis, training courses
and on-going security support) is available at no extra
charge, and SprintGUARD Plus (TN) (Which li.its the customer's
financial exposure) is available for a reasonable fee.

•
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are already available. CUsto.ers who are risk-averse, or

believe that they are vulnerable to CPE fraud, are easily able

to obtain additional fraud protection from a carrier which

offers such services. If its existing carrier does not offer

the de.ired services, a customer may choose to move its

account to another carrier which does offer them.

Moreover, universal monitoring services such as those

which users groups are apparently requesting are resource

intensive. Establishing customer-specific fraud thresholds is

even more difficult to implement. While sprint Long Distance

is able to offer SprintGUARD to all Sprint Long Distance

business customers as a means of distinguishing its service in

the competitive market, other carriers may lack the financial

or other resources, or the market differentiation plans, to

develop and implement similar services. 9 Moreover, parties

urging that monitoring and other fraud prevention services be

considered part of basic service should be aware that carriers

likely will spread the costs of providing such services across

the rates charged to all of their customers, including those

who have little need or desire for them. It is far more

efficient and fair to allow custo.ers who do need or want

additional or specialized toll fraud protection to choose

optional protective services (based upon their relative costs

and benefits), than to force all customers (including those

9see , ~, Teleport, pp. 4-6.
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who ao not need or want additional fraud protection) to bear

some portion of the cost of such services.

Finally, it is simply not the case that carriers have no

incentive to provide CPE (or any other type of service or

equipment) fraud prevention services. Many IXCs and LECs

detailed their extensive efforts to combat CPE fraud. 10 They

invest in these costly efforts to pro.ote customer goodwill,

to respond to marketplace demands, and to avoid or minimize

the financial burden of toll fraud. 11 These factors provide

strong incentives for carriers to take steps to prevent CPE

fraud. 12 While some commenting parties may feel that IXCs are

lOsee, ~, Sprint, pp. 3-5 and Attachments A and B:
AT'T, pp. 3, 9-10 and Appendix A; BellSouth, pp. 3-4; GTE,
Attachment A: MCI, pp. 3, 9 and Attachaent A: Nynex, pp. 3-8;
pacific, pp. 5-7 and Exhibit B; us West, pp. 10-29.

11There are many financial costs associated with
fraUdulent calls. First, even though current policy usually
holds the CPE owner liable, if the carrier is unable to
collect its bill, its uncollectible expense will increase.
Second, carriers incur various costs (inclUding access,
billing and collection, and network expenses) to carry the
fraudulent calls irrespective of whether payment is made by
the customer whose account has been coapromised or by a
perpetrator who has established an account for the purpose of
committing fraud. Third, personnel costs alone can be quite
expensive: customer service, fraud prevention operations,
corporate security, account team, and sometimes regulatory
personnel all may become involved in a toll fraud
investigation or complaint.

12If , contrary to Sprint's reco..endations, the
co..ission decides to require IXCs to provide certain
anti-fraud services (mandatory .anitoring, prescribed custo.er
education programs, etc.), such requirement should apply to
all IXCs, both facilities-based and resellers. If the
Commission believes that such services are necessary to
protect customers, then custo.ers of all IXCs and resellers
shOUld be afforded the same protection.
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not doing "enough" to prevent fraud, it is important to

realize that it is impossible to completely eradicate CPE or

any other kind of fraud. Even the most sophisticated monitor

ing system will detect abnormal activity only after a threshold

has been reached, and fraud perpetrators constantly find new

ways to evade existing fraud detection systems and to trick

(~, by posing as an FBI agent or eaployee of "the telephone

company" investigating fraud) the end user into revealing

proprietary account information (a practice known as "social

engineering" with the end user).

2. Payphone Fraud

Like CPE owners, numerous private payphone owners assert

that LECs and IXCs should be required to accept a greater

(even the greatest) degree of liability for fraud. 13 They

urge federal adoption of the Florida rule, under which payphone

owners are absolved of liability for payphone fraud so long as

they subscribe to LEC-provided OLS (originating line screening)

and BNS (billed number screening) services. Indeed, at least

two parties would go even further. APCC states (p. 23) that a

carrier which "fails to provide adequate fraud monitoring

should not be able to hold a payphone owner liable, even if

the payphone owner does not subscribe to blocking and screening

13S8., ~' ABerican Public Ca.aunications Council
("APCC"); the Florida Pay Telephone Aaaociation; Independent
Payphone Association of New York ("IPANY"); Massachusetts
Payphone Association; New Jersey Payphone Association
("NJPA"); South Carolina Office of Information Resources, p.
5.
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services," and the NJPA (p. 4) would require payphone owners

to subscribe to OLB/BNS only where the rate is "reasonable."

Payphone owners argue that having taken "reasonable" steps to

prevent fraud, they should then be absolved of any further

responsibility.

As US West points out (p. 43), payphones are a type of

CPE. payphone owners, like other CPE owners, are in the best

position to prevent fraud: they decide what equipment to

install, what services (~, blocking and screening) to use,

and what physical security measures to take. Moreover,

payphone owners know, or should know, that fraud is one of the

risks of their business. It makes no sense for payphone

owners to expect to reap the rewards of offering service

without accepting the attendant risks as well, and it is

unreasonable for payphone owners to expect LECs and IXCs to

completely protect the payphone owner against such risks. A

rule such as Florida's allocates liability arbitrarily, and

ignores the many other steps which payphone providers can take

to prevent fraud. Therefore, it should not be adopted on a

national level.

This is not to say that LECs and IXCs should never be

liable for payphone fraud. Sprint believes that where the

blocking and screening services do not reasonably perform as

intended, or where the blocking and screening information

(including ANI II digits and payphone "cuckoo" tones) is

negligently ignored or misused, the LEC or IXC (as appropriate)

should be responsible for any resulting fraud. However, based

upon the payphone provider's own ability to detect and control

i~
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fraud, it is unreasonable for payphone owners to rely solely

upon carrier-provided blocking and screening services to

prevent fraud.

Despite the assertions of so.. payphone owners, subscrip

tion to OLB and BNS is not the only fraud prevention measure

which payphone owners can take. They can also:

use the "no PIC" option, where available;

block 10XXX 1+ calls, at either the CPE (using
"smart" payphones) or LEC central office;

install payphones which generate a special "cuckoo"
tone or announcement identifying the line as a
payphone;

block international calling from their phones;

subscribe to available LEC blocking and screening
services (besides OLB and BNS, LECs offer interna
tional direct dial blocking (lOOB) service, and at
least one LEC, BellSouth, offers "high toll indica
tor service," under which the LEC notifies the
payphone owner if toll usage exceeds a specified
dollar amount). At least some payphone owners
currently do not subscribe to the LECs' OLB and BNS
services even when they are available free of
charge; subscription rates1~o IOOB services are
believed to be even lower;

place their payphone. in physically secure spots to
help minimize "clip on" fraud and "shoulder surfing"
and to allow the payphone owner to monitor use of
the payphone;

block incoming calls, at least to public (although
perhaps not semi-public) payphonesi

refrain from storing PIN numbers for calling cards
in billing records that are often contained in the
remote access CPE.

14See, ~, Sprint, p. 11; APCC, p. 18; Bell Atlantic,
p. 4; GTE, p. 9; Nynex, p. 21.
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other parties also can take steps to help reduce payphone

fraud. For example:

where possible, LECs sbould assign, and payphon.
owners should accept, paypbone nuabers in the 8000
or 9000 s.ri.s. This would .nabl. international
op.rators to identify a terainating number as a
paypbone, and, where th. caller bas r.quested
collect or third party billing to such a nuaber, the
operator can request th.t the I!ller select an
alternative billing mechanism;

wh.r. the c.pability .xists, the originating LEC
should send, and the IXC should accept, the standard
ANI II digits which identify the line as a payphone;

IXCs and aSPs should do a LIDS qu.ry on each alter
nativ.ly billed call to prevent collect calls to a
payphone and use of payphone lines as the billed
third party;

LECs should continue to work on mechanisms to
prevent dial tone reorigin.tion;

LECs should ende.vor to pl.ce paypbone network
interfaces in physically .ecure spots t01tinimize
unauthorized access and "clip-on" fraud.

Sprint reiterates that even if all of the measures li.ted

above are taken, if all of the fraud protection services work

as intended, and if all parties do what they are supposed to

15
~, ~, Sprint, p. 12; APCC, p. 22; AT&T, p. 26;

BellSouth, p. 9; XCI, p. 10.
Sprint would caution that use of 8000-9000 numbers is

only a stop-gap ....ur., and will not prevent fraud in
currently subscribed payphones unless such payphones are
reassigned to th. 8000-9000 s.ries. Moreover, some
non-payphone custaaers have already been assigned 8000-9000
numbers, and any reassignment (to the extent practical) must
occur over time.

16LECs cannot guarant.e the physical s.curity of paypbone
network interface locations becau.. such interface. and phone.
are on customer pr.mises and the customer often dictates
placement of the interface and may control access to the area
where the interface is installed.

• 1
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do, some payphone fraud will still occur. While unfortunate,

this type of fraud is simply a fact, and a cost, of offering

payphone service. payphone providers should therefore be

liable for such fraud. While it may indeed be the case that

potential fraud losses are "a serious threat to every IPP

[independent public payphone] provider's ability to continue

doing business" (APCC, p. 2), this threat is simply a factor

which every payphone owner must consider in deciding whether

and where to offer service.

3. Alternative Billing Service/LIDB Fraud

As Sprint discussed in its co..ents (pp. 14-23), it is

critical that LIDB providers (both LECs and non-LECs) commit

to and be held accountable for compliance with specific

operational service standards developed jointly with their

LIDB customers. These standards should cover items such as

establishment and use of trigger thresholds, procedures for

handling fraud referrals, maintenance of the database under

normal and emergency conditions, and sharing of customer

information needed to prevent or investigate fraud.

The discussion over LIDB-related fraud centered around

the assignment of liability for fraud and the provision by

IXCs of calling and called numbers with each LIDB query.

While there was general agreement on various points such as

the importance of calling and called number as a fraud preven

tion tool and the need to perform a LIDB query on every

alternatively billed call, there was substantial disagreement

over the appropriate standard for LIDB provider liability.
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In their co...nts, the three largest IXCs expressed some

willingness to provide the calling and called numbers with

each LIDB query.17 There seems to be little dispute that when

LIDBs are consistently queried, this information would enhance

LIDB's fraud deterrence capabilities because LIDB providers

would be able to more thoroughly analyze usage spikes when

thresholds are exceeded on individual calling cards and in

different originating and terminating locations, as well as

unusual usage patterns such as mUltiple origination points.

Calling and called number information could also be used for

future anti-fraud capabilities such as domestic-only LEC

calling cards and call screening based on originating and/or

terminating numbers. 18

AT&T (p. 34) and MCI (p. 14) argue that IXCs which launch

a LIDB query containing calling and called number information

should be indemnified by the LIDB provider against loss of

their tariffed charges for any fraudulent call authorized by

the LIDB. Sprint agrees that LIDB providers which receive

calling and called number information are capable of a higher

standard of fraud prevention and protection than is currently

the case, and that LIDB providers should accordingly commit to

17~ Sprint, pp. 18-19; AT&T, pp. 32-34; MCI, p. 14; IXC
TFS, p. 15 (willing to provide originating and terminating
NPA-NXX). LEC. and LIDB providers all state that they want
and need this information (~, ~, Bell Atlantic, p. 8;
BellSouth, p. 12; GTE, pp. 19-21; Nynex, p. 25; Pacific, p.
17; SNET, p. 7; swa, p. 11; US Intelco, p. 2; US West, p. 25).

18"Domestic-only" cards are feasible only if all querying
companies provide originating and terminating information.
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whatever operational standards are developed by the industry.

LIDS providers should be responsible for fraud when established

trigger thresholds have been exceeded and another party is not

at fault by failing to exercise reasonable fraud control

mechanisms of its own. Under these conditions, LIDS providers

should repay the LIDS customer for the customer's out-of

pocket costs (LIDS query and other access charges, billing and

collection fees, international settlement payments, network

costs, etc.) rather than for its full tariffed rate.

Despite the reasonableness of this compromise position,

most LIDS providers continue to insist on a lesser standard of

liability. At the farthest extreme, US Intelco insists (p. 3)

that "there is no basis for assigning liability to the LIDS

provider, in the absence of willful misconduct or gross

negligence." USTA (p. 5) and SWS (p. 11) assert that LIDS was

not designed to and cannot prevent fraud, and that LIDS

providers should therefore not be assigned liability, at least

for unauthorized card use. other LECs state that, except in

cases of gross negligence or willful misconduct, their liabil

ity should be limited to a refund of the charge for the

service which did not work. 19 BellSouth (p. 13) goes slightly

farther, stating that it will not assess any access or billing

19See, ~, Puerto Rico Telephone Company, p. 2;
Rochester, p. 9; US West, pp. 31-36.
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and collection charges when it is at fault, but that it will

not reimburse the IXC for any of its other costs. 20

sprint agrees with LECs which assert that they should not

be required to share in the liability for fraud which occurs

because of some omission on the part of the IXC (~, if the

IXC fails to perform a LIDB query for every alternatively

billed call, or if it ignores the screening information which

it does receive21), or when the LEC is otherwise not at fault.

Assigning liability to the LIDB provider in those situations

is arbitrary and contrary to the general principle that

liability should be based on each party's ability to control_

the fraud. However, what is at issue here are situations in

which the fraud occurs because of a negligent error or omis

sion on the LIDB provider's part. 22 LIDB providers which do

not satisfy agreed-upon operational standards are liable for

at least some (depending upon whether other parties are also

at fault) of any resulting fraud.

20NYnex states (p. 21) that it would reimburse IXCs for
access charge. paid on fraudulent toll calls caused by the
failure of Nynex's OLS and BNS .ervic... It does not specify
whether it would apply this same principle to other failures
in LIDB service.

21sprint would e~hasize that the IXC needs to know in
detail the exact conditions under which a specific LIDB
response will be generated.

22eurrent United LIDB rates do not reflect the cost of
fraud losses assigned to it.

1
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4. Cellular Fraud

There was general agreement among parties who addressed

the cellular fraud issue that steps can be taken which would

reduce the incidence of cellular fraud. First, virtually all

parties agreed that the Commission should adopt new Part 22

rules which prohibit the manufacture or alteration of cellular

phones in a way which facilitates tumbling and cloning fraud

(~, by allowing the phone's unique electronic serial number

(ESN) to be altered or removed), and that the Commission

should contribute to efforts to enact legislation making

cellular (as well as all other types of telecommunications)

fraud a federal crime. 23 Second, cellular carriers should

perform pre-call validation on every cellular call. 24 Third,

cellular carriers should transmit to the IXC the ANI informa-

tion digits which identify the call as originating from a

cellular phone to facilitate IXC monitoring of cellular

traffic. 25

In situations in which the cellular carrier is the only

entity able to validate the call, the cellular carrier should

accept full liability for any cellular fraud. If the lXC to

which the cellular carrier passes a toll call cannot validate

the ANI of the phone from which the call was made, it cannot

23See, ~, Sprint, pp. 12-13; AT&T, p. 30; Bell
Atlantic, p. II; CTIA, pp. 6-7; McCaw, pp. 9, 14-17; Nynex, p.
23; SWB, p. 9; Vanguard Cellular, p. 8.

24see , ~, Sprint, p. 13; McCaw, p. 6; SWB, p. 9.

25see , ~, Sprint, p. 13; MCl, p. 13.

..
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deteraine whether a cellular call is leqitiBate or fraudulent,

and thus no liability should accrue to the IXC. However, if

the IXC is able to validate the call, it should accept liabil

ity for its toll charges (but not the cellular carrier's

airtime charges) for fraudulent calls which result from a

failure to validate.

AT&T (p. 31) and MCI (p. 13) state that fraud which

reSUlts from cloned ESNs should be borne by the cellular

carrier. Sprint agrees. This type of fraud is the result of

cellular technology, is one of the risks of being in the

cellular business, and is outside the control of the IXC.

Because the cellular carrier is in the best position to

control cloning, it should accept liability for this tyPe of

fraUdulent traffic. Of course, if the cellular carrier is to

be responsible for cloning fraud, it should also have the

latitude to deactivate, on its own authority, a compromised

ESN, without being held liable for wrongful termination of

service.

III. CONCLUSION.

The commission should adopt the broad principle that toll

fraUd liability should be borne by the party at fault or the

parties in the best position to prevent and detect such fraud.

In general, application of this principle would assign liabil

ity as follows:

PBX owners would be liable for fraud committed
through their equip.ent;

private payphone providers would be liable for fraud
committed over their payphones, provided that
blocking and screening services provided by the LEC

.
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work .s intended and provided that the IXC seeks
(!!":.9,,:,,.I through a LIDB query), accepts, and properly
uses the blocking and screening information:

LIDB providers accept liability for failure to .eet
agreed-upon operational standards, provided that
another party is not at fault by failing to exercise
reasonable fraud control ..chanis•• of its own;

IXC. accept liability for fraud resulting from their
failure to perform a LIDB query and for fraud
co.mitted using their proprietary calling card;

cellular carriers accept liability for all airtime
charges associated with a fraudulent cellular call,
for any toll charges for cellular calls which only
the cellular carrier can validate, and for fraud
which results from cloned ESNs.

This principle is reasonable, equitable, and more readily

implemented than other rules suggested by commenting parties,

and thus should be adopted by the Commission.

Respectfully submitted,

SPRINT CORPORATION

February 10, 1994
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